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Foreword
The authors Ingrid and Jürgen Neumann have more than 25 years of experience in national and international software
ESCROW consultation.
They have considered for several years the idea of writing and publishing a book about various ESCROW methods. Because
it improves protection of the intellectual property of software creators and to reduce safety risks to the users with regards to
the continuity of software processes in companies.
This book not only contains facts about the escrow process, but also gives a better understanding and an overview of its
history.

The escrow process for depositing source code has existed for more than 35 years in the US and the UK. In the last 20 years
development has changed business fundamentally: the introduction of the Internet and the cloud technology and hence the ecommerce applications, and almost the same time the introduction of the client-server architecture as a network computer,
which supplies a large number of PC's at workplaces with data. The costly and relatively slow processing for an entire
company with mainframes has been increasingly replaced by this cost-effective technologis and has due to the rapid
dissemination of cost-effective workstations drawn more and more software development for various departments to be .

Client Server & Internet
These two factors have a major impact on the cost and income factor of companies. The Internet did not only expand the
potential customer base, but also the way how services are made and offered.
An awareness to these new technologies has led to (first in the American business world) more dealing and estimation,
protection and the reduction of information risks associated with licensed technology.
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Despite these developments, still one of the biggest obstacles to the escrow process is the lack of awareness of the
problem of the source code deposit. We estimate that less than 25% of the potential market is aware of and familiar with
the benefits a software escrow process can provide . In the fast-paced global economy with accelerated mergers and the
purchase of high-tech companies and the introduction of new programming languages and applications (some of which are
of brilliant programmers, but who often work in less well-funded companies) the potential risks associated with the licensing
of critical software should be reduced and managed. THE ESCROW E-BOOK should therefore contribute to achieving this
goal.

Note for the reader
Grid and Jürgen Neumann are not lawyers, but have been IT consultants for over 25 years in various kinds of ESCROW
applications.
Even when this booklet covers legal issues, it contains by NO MEANS legal advice.
For legal advice you should contact a lawyer who has the necessary experience and knowledge to treat your specific
problems.

Introduction
THE ESCROW BOOK will help the customer, that is the buyer (licensee), of computer software and computer systems
where the implemented software is already operationally deployed, in order to optimally manage the copyright. It should
help software vendors, programmers, IT consultants and lawyers to manage the copyright of their clients and employers.

The contents of the book will help you as you fulfill your responsibilities in the area of copyright. If you need legal advice
regarding copyright, escrow process, the computer law or other issues, it would be advisable to consult a lawyer who is
familiar with this particular matter and copyright.

Software Escrow Definition
Most business people - not only in the Western world - associate the term "escrow" in general with real estate and financial
transactions.
It is a globally accepted safe and fast solution for goods & financial transactions in B2B projects, especially for the small and
medium-sized market.
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The Buyer will ensure, through the use of escrow, a Trust Account for the reliable delivery of goods, the seller ensures the
reliable payment for his delivery of goods through the use of Escrow Trust Account.

The Software Escrow Process, however, is already known. A licensor and a customer agree that a third party takes over and
deposits in custody copies of all source code and detailed documentation in order to protect the customer, the licensee of the
software.
The source code is the original software written in a relevant computer language.
It consists of letters and numbers that a trained person is able read. A computer program is maintained and improved by
changing the source code.
The Licensor of the software licenses the "machine code", "object code" or "binary code" - the terms are pretty synonymous.
This code consists of a series of ones and zeros that the computer reads - and understands - and performs these commands.
See the chapter "The development of the escrow process."
The escrow process is an agreement in which the software company hands over the source code of the software and other
maintenance material to a neutral third location.
If the software house can not guarantee maintenance of the software or there are other reasons to deliver the source code, the
purchaser receives through the escrow agreement access to the material necessary to enable the continuation of the software
application.

+

The Escrow Process
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is understood as a transfer of a copy of the computer software and its related documentation by the Software House to a third
party, an Escrow Trustee.
For this (purpose) a contract is concluded between the software manufacturer (licensor), the customer (licensee) and an
Escrow Trustee.
It includes that the Escrow Trustee will keep and protect the source code for the duration of the contract and hand it over
only under the following circumstances:
1. To the customer (licensee) if this requests the source code on the basis of the contractually agreed provisions.
2. To one or both parties in accordance with the provisions of the contract, if the license is terminated or if the fees have
not been paid to the Escrow Institution.
3. An escrow agreement protects the copyright as long as it complies with the provisions of the Treaty. Furthermore, it
gives the licensee the right to transfer the support and maintenance to another company, should the Software House not
fulfill the agreements set out in the escrow contract. The escrow agreement provides access to information on processes
that could be critical for the continuation of the business processes of the licensee under predefined circumstances and
conditions. In this case, the exclusive rights of the licensor will be protected as long as the contractual obligations are
adhered to. These business processes often involve trade secrets.

Software ESCROW in a nutshell
Definition of the Software Escrow Process
 It guarantees the professional deposit of software source code and high-technology components.
 It is intended for software and high technology manufacturers and their major users from industry, business, science,
and administration.
 It protects valuable investments of the user
 It ensures the operational readiness of the user.
 It grants the copyright of the manufacturer.
 It eliminates the risk of liability of the management of the user to ensure the continuity of software processes in the
IT field.
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Background
The software industry has already drawn great attention and admiration from investors, entrepreneurs and
companies, which provide risk capital and bring along others, as well.
They have recognized that this industry is aggressive and creative. The special feature of the software
companies is that they are as close to economic Darwinism as the real world allows. Apart from a few wellestablished large companies such as IBM, Microsoft, APPLE et al they have the same potential strengths and
weaknesses. They have to simultaneously maneuver, struggle to survive and compete for success. Because
they are embedded in the same "romantic alliance" as the early heroes of the industrial revolution, the pioneers,

inventors, explorers and other heroes of history , it is so important to protect their investment in software.
IT users - especially in large enterprises - have to worry about the future of their information management system or its
application. The software company can wind up its business, be acquired by another company (which has no interest in
further support of your software) or can be taken over by other software vendors, which cannot provide the same services or
only at a significantly increased price.
Companies need reliable software products and services even from a dynamic industry that is constantly changing.
How can you protect your company from volatility. From brilliant but undisciplined developers, who discard and
(re-)develop software.
You can develop the software within your own company to control the source code and documentation or to be able to
improve on them. But that would keep you away from your actual core tasks and use a large part of your business interests
for the development of software. This would result in having to "reinvent the wheel".
The advantages of using industry standards and sharing costs by licensing a widely used product often exceed the risks of
buying technology.
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In addition, the support is not guaranteed for in-house development. Programmers often leave the company to take another
job, separate themselves completely out, get sick, promoted or transferred from support to another department. Therefore
you need protection against the inevitable loss of know-how. This goes far beyond computer software. It applies to all
business activities in which intellectual property and technical know-how are key components.
The Escrow Process provides a way to ensure such protection. About thirty years ago people began to deposit source code,
detailed documentation and other confidential and secret information about software with the help of the Escrow Process. 4th
generation languages, object-oriented programming, new storage techniques, as well as changes in copyright (from
traditional source code modules to a combination of "objects" and "source") have caused changes in the Escrow Process.
One day, these and other changes might make this process unnecessarily; but right now we need reliable policies for the
protection of copyright and an escrow agreement and other practices and procedures, which include the policies.
Some people are against the Escrow Process; especially software companies who do not want to jeopardize the source code
of their software and their own documentation.Also because the use of the Escrow Process would force them to revise
superficially created documentation and properly create a new and error free escrow package.
Customers often consider the Escrow Process as unnecessary, in order to protect the validity of the deposited material.
Since the procedure involves risks and costs, this negative attitude is based often on bad experiences resulting from poorly
written and unilateral agreements and applications, little or no review and other defects.
These errors can be avoided if you read this booklet and follow the advice contained therein. An escrow agreement does not
automatically mean security and protection. It gives, however, the possibility to achieve both.
If you are unable to protect yourself and apparently only seeking to protect, the Escrow Process is just another reason for a
false security. However, if you use the Escrow Process properly, it can help you to prevent mischief. Moreover, it is a good
opportunity to save costs that would arise if you wouldn't secure your software-based company.

The development of the Escrow Process

In information technology, the programmers write the software programs in human-readable script, called source language.
Examples are the early programming languages Cobol and Fortran; later on Basic & Visual Basic, C & C ++ ; Java, Java
Script and more.
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Other software developers can analyze this source code and thus make conclusions about the underlying development
process. In order for a software program to run, the source code is processed by a compiler that converts the source code into
numerical, computer-readable instructions, the so-called "object code".
Normally, the software developers keep the source code and provide the licensee only the object code which is prepared so
that they can use it immediately.
Without access to the source code, it is very difficult to maintain, improve or change software programs. Thus, the copyright
of the software manufacturer on the software program is protected.
However, the customer takes over the risk if the software company loses professional staff, goes out of business or, for other
reasons, is not able to maintain the Software any more.
The Escrow Process protects the licensee and keeps the source code in confidence as long as the software house meets its
obligations.
Originally the Escrow Process has been interpreted very strictly. The source code has been handed over to the licensee only
if the software company gave up its operations. During the last decades information in business life has become increasingly
important as a "hard asset". The Escrow Process has greatly expanded the protection of software, which often includes
commercially sensitive information.
It protects against non-compliance with safety and maintenance agreements of the software company.
It protects the licensee even from damage when the software company is not able to adapt the software to newer operating
systems and computer platforms.
Today, when a software company does not produce the above-described benefits, this may cost programmers and software
developers their position as exclusive and stable suppliers and supporters of the later product.
The Escrow Process of course, is concerned with the protection of programs and other process information, not with the
protection of data. Recovery from hard drives crashes; archiving, document management and other methods that are beyond
the scope of this brochure, are the problems of data protection.

A new path of Escrow Process arises
In the present form of the Escrow Process the software house provides the licensee with a 'package' (source code and
documentation) in encrypted electronic form. The only property that the Escrow trustee gets is the storage media on which
the program is stored, but not the content, and the key to the vault. The encryption technology allows the software company
also to transfer the source code and the latest release levels to the Escrow Institute in secure, electronic format. This
possibility is very important because it greatly simplifies the management of deposit accounts. However, inspection and
verification of the escrow package are needed before it is adopted as content of the escrow agreement.
Software House and licensee have to accept this type of deposit, because the encryption software has become more secure
and easier to use. This is why such electronic filings have become generally accepted practice.
It follows that the protection of copyright with the Escrow Process has become cheaper and more convenient than ever
before.
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Do not expect that copyright helps
You have probably expected Copyright to be helpful in such cases, since it is fixed in public - but that is not the case.
Copyright in case of software is seldom complete. Copyright law require software developers to append the Copyright notice
only partially; to the first and the last 25 pages of the source code.
Therefore, software developers believe that they would protect trade secrets by enriching the beginning and end of the source
programs with product information and comments.
However, the most important part of the application is not the deposit.

The information in this brochure can help protect your business
If you have lost your assets due to fire, flood, theft or other reasons, you are likely to recover from this loss using insurance,
tax rules that help write off these losses, and good planning.
Asset losses should not stop you from running your business.
If you lose an employee, you can train other one or complement your staff with skilled professionals. As the reaction of the
stock market to streamlining a company shows losing part of your professional staff should not upset you
But what happens if you lose information, data or methods? What happens if you lose the only copy of a computer program
that controls a critical part of your application?
What happens if no one can be found to run a vital process?
It often takes a long time to find the people who have developed this process. Employees retire from the company or change
jobs, companies move, managers are failing to set project and process archives. The Escrow Process does not prevent these
problems, but it can help you to solve it.

What are the advantages of an Escrow Process?
(See also the following two illustrations)
Simply put, the Escrow Process can help to ensure the continuity of the software so that the licensee, itself can maintain,
develop and even transfer it to new platforms and operating systems, if the software house can not or does not want to.
The licensee and the Software house together choose an Escrow Institute as the third party.
An escrow agreement is contractually fixed. It is determined exactly who owns the package and under which conditions it
can be accessed and by whom.
In addition some software development companies (Software Houses and companies developing for their own purposes) also introduce an Escrow Process
All is negotiable. This concerns escrow contracts, where in-house and technical questions of all parties are treated. Our
clients have signed escrow agreements on a variety of products.In one case it was about a safe that had been prepared by the
software house and was "blindly" deposited into by an escrow company that acted as owner of a "virtual locker". In the other
case a contract is concerned in which the software company, the licensee and the escrow company jointly developed the
depot, confirmed its contents and have it serviced with updates and intermittent tests. Your demands on the escrow process
and your financial resources will result in an ideal solution between the extremes described above.
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Manufacturer & Vendor benefits
 Software ESCROW is a quality seal
It corresponds to the ISO 9001 demand for quality-, risk and resources management and represents an optimum
solution for the protection of mission critical software processes in medium sized and large enterprises
 Avoid long and cost intensive negotiations
with the customer and its internal or external lawyers
 Marketing advantages:
o higher quality of proposal
o it still can be a unique selling point
o more and more often a K.O. criterium
 Sales support:
o Sales negotiations concerning relevant IT-security and IT-continuity aspects can be done more professionally and
very often can be shortened
o New customers get necessary higher security guarantees for their investments in software
 A Software ESCROW deposit
can play an important evidence role if it comes to legal cases
 A Software ESCROW agreement
is protecting the intellectual property of the manufacturer
 A Software ESCROW certified company
will gain the confidence of its customer from the very first moment when presenting its offer
 A Software ESCROW agreement
gives the customer the wanted guarantee that its company can continue mission critical software processes any time
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The 15 advantages of the Software Escrow solution for the large scale end user
1. A Software ESCROW AGREEMENT protects high investments in software
2. A Software ESCROW AGREEMENT gives users guaranty that critical processes can be continued
3. A Software ESCROW CONTRACT mitigates the risk of liability of the management and the Board of Management for the IT
software sector
4. A Software ESCROW CONTRACT serves the company as a professional Continuity strategy for the maintenance of enterprise
wide Software processes, based upon the ISO 9001 requirement for quality, risk and resource management
5. Through a Software ESCROW CONTRACT compelling program changes and additional high investments in new software can
be avoided, if the software manufacturer discontinues its support - regardless of the reasons
6. Your Software ESCROW Company will provide the user with the entire consulting, negotiation, and execution of of the deposit
and source code verification with the Software Supplier
7. An ESCROW CONTRACT offers a very high degree of security - for maintaining software processes, including an annual
update service by request, review, deposit and reporting of the latest development stage
8. A Software ESCROW CONTRACT always saves additional high costs when the need for external legal advice
shows up
9. A Software ESCROW CONTRACT has influence on the support behavior of the manufacturer.
This will be always ready to support the needs of the user; not to run the risk that due to missing support services
the deposited Source code - at the request of the end customer - is delivered
10. With a Software ESCROW AGREEMENT the user is independent of
the business development of the software manufacturer
11. With a Software ESCROW AGREEMENT The user accepts legal co-responsibility
for the protection of the copyright of its software supplier.
This creates trust on both sides
12. The Software ESCROW AGREEMENT can not be cancelled by the software producer
without consent of the user
13. With a Software ESCROW AGREEMENT the user's company is automatically
Software ESCROW CERTIFIED.
This facilitates negotiations with software Suppliers to get access to the source code.
Because this is the software background, which can be made an integral part of the company policy, which the software
supplier must follow if he wishes to receive a software order from the company of the user
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14. The source code deposit at a Professional Software ESCROW Provider offers significantly more collateral than the deposit
with a public notary due to the legal construction, the source code examination
and the annual update service, see also the description of the Pro & Contra notary solution

15. A Software ESCROW AGREEMENT is for all these reasons, a decent, legally unchallengeable and therefore viable
solution for both parties, for the large scale IT user and its software supplier.
Still - the 15 advantages of the Software Escrow process for the large scale end user
With the aid of this brochure and the support of experts, you can protect yourself against risks via an
Escrow contract.
A sure way of plunging into misfortune is when you do nothing.
The information you receive in this brochure provides you with a way to protect yourself against the loss
of sensitive process data. And you can do this effectively and at low cost.
To understand and use the Escrow Process you can find out about the problems of this area.
You can turn to consultants and lawyers to declaration your needs and receive recommendations for
strategies and actions. - Or you can do both.
What you also can do, when utilizing customized or traditional computer software in your business, is to
assign the Escrow Process an extremely important part of your IT continuity and risk management strategy
within the organization.

What is a Software Contract and what is it not?
If you purchase a software program or a license to use this software for yourself or for your business, you may enter into
multiple contracts without realizing:
1. The license agreement determines the rights and limitations of the use of the software. If you buy standard software,
you buy only the packaging, the documentation and the physical CD.
You will receive a software license that is subject to a number of restrictions as set out in the printed license
agreements attached to the product. In general, copy the software only as a backup.
You may install the software on only one computer
Since recently you can install the software on several computers as long as you are using only one computer at a time.
This applies to PCs, web browsers, and the like that you have installed on your computer, laptop, or notebook that you
can use in meetings or take home in the evening.
2. The guarantee contract promises protection against product defects for a certain period from the date of purchase and
the cost of the software. It rejects any responsibility for consequential damages, such as loss of data, loss of time, etc.
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3. The maintenance contract, which is normally purchased separately, provides additional protection, similar to the
warranty, and can be requested for upgrades and technical support by telephone.The Escrow contract is by
default not part of the software package, but is increasingly included as part of the licensing agreement for
traditional or sophisticated applications.
The Escrow Process is in many ways self-explanatory: in general, the first two steps are that you order the
software and register. You agree to this by purchasing the software, opening the package and sending the
warranty to the manufacturer. In general, you conclude a maintenance contract by deciding to pay the fixed
purchase price.
What is the significance of the ESCROW Process for you?
Because there are many reasons to protect your access to the source code and the related documentation, you have certainly
realized how much the survival of your business can depend on the Escrow Process.
Once you have read this brochure and its expert article on this topic, you will understand the value of using independent
ESCROW services to evaluate your situation and protect your sources of information.
These questions are primarily about individual software. Only in very rare cases do you need an escrow contract for standard
software (for example for Microsoft Dynamics Distributors software products).

Open Source

STANDARD
Software

LINUX

WORD, EXCEL;
OUTLOOK
POWERPOINT etc.

Your best protection in these software programs is their industry standard, compatibility, and deployment with other
software and data formats you use. Even if we talk about standard software, the main focus is on customer-specific software.
Here you need the best protection and have the best negotiation possibilities.
The industry treats differently software that has been licensed for the general public and large customers. It depends on the
strength of the software house and the size and strength of the company of the license as well as other factors.
As a rule of thumb, no customer has to conclude an Escrow agreement for the software programs "Microsoft Word",
"Excel", "WordPerfect or others of this kind.
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Free Software
Problems with this software are solved by the customers themselves in most cases or they contact the manufacturer.
However, software programs that are used only by few users (e.g., software for taking parking fees at an airport or inventory
management for specific platforms and to a limited extent) are well suited for an escrow contract.
In practice, it is as follows: If you as a customer have an important portion of the installed software, you can conclude an
Escrow contract before you sign the actual contract.
However, if the software is freely available or used in many companies, you can not obtain protection through an escrow
agreement. Before completing an escrow agreement for software of this kind, you must be sure that you have the resources
to use and maintain the software program with your own employees. The electronic deposit in the Escrow Process as
described above increases the incentive for software houses to use this method.

Free and Open Source Software (OS)
Freely-granted software is Software that focuses on the freedom of computer users (private individuals,
companies, or organizations). Free software grants the user the following freedom of access upon receipt of the
software:

Free software

Freedom over the control of the software (full freedom of control and independence through the availability of the source
code for analysis and changes),
Social freedom to cooperate actively with any other users and developers (optionally commercial)
Users of Free Software are free in these activities because they do not have to ask for permission and are not restricted by
any restrictive proprietary licenses (such as copy locks). In their own use, they do not have to comply with any restrictive
conditions of another (e.g. secrecy agreements) and are not restricted from the very beginning (eg. by the intentional
withholding of source code on the part of the developer).
Open Source
Open Source Software is a software whose source code is open and whose licensing meets some additional requirements.
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In the strict sense, it is under a license, which is recognized by the Open Source Initiative (OSI). Open source software
(OSS) has overlapping with Free Software. Both concepts have in common that the source code can be viewed by third
parties.
Free software also provides additional freedom for the user, who may or may not have to offer open source software.
Another difference lies in the values represented: For free software, the user control over the software, as well as,
cooperation with others is an important social, political and ethical concern.
At OSI, the value represented is primarily the practical benefit and the development method. In the meantime, OS programs
are also stored, according to the software escrow process, by system houses that offer Microsoft Dynamics Navision
products with add-ons - self-developed add-on programs - in the ERP area (Enterprise Resource Planning).
Use of Source Code Deposit
The number of people familiar with software development and maintenance also determine whether protection is sought
through an Escrow Process.
If only a few employees of the software company are able to maintain, improve and maintain the software, the prudent
business of the software company is required to conclude an agreement which allows it to ensure this service by means of
another company in the event that these few persons are no longer available or are not capable or unwilling to provide the
required support.
Competitive products that are easy to use or adapt can also reduce the need for protection through an escrow process, at least
to the extent that data from the software house is sufficiently standardized or "open" to be transferred to an other system.
Programmers and software houses of standard software sometimes use the Escrow Process to manage their own release
levels. Especially when different customers use different versions, release stages and configurations. This can be a surplus
value for the software in question. The brochure deals with this question even more intensively in the chapter "What is the
significance of the Escrow Process for the software house?"
Individual Software
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You hire a system integrator or programmer, you have management authority and responsibility as a customer, consumer, or
employer. You, who own the funds, also have the power to determine deadlines and conditions on the ownership and
management of the copyright, which includes the software.
In order to take advantage of this advantage, you must of course negotiate these terms and conditions with the seller prior to
final signing of the contract. Once the parties have signed the contract and the work begins, you will lose your influence.
You should therefore carefully and early enough consider the issue of ownership and licensing of individual software.
Because your employees develop the software for you, you may have the control and ownership of the copyright that they
develop "for rent".
But only as long as your employment contracts include company-owned copyright, your information policy, and practices
that protect your rights.
Once again, before you tackle an ambitious development project, you are better advised to evaluate and weigh these things
thoroughly and independently.
consultant specializing in the field of copyright and information technology will help you. You need appropriate
confidentiality, secrecy, information on ownership rights and other existing agreements in the employment contract before
you begin the project.
Therefore, for independent review and evaluation of employment contracts, confidentiality, secrecy, the issue of ownership
of the product, approval procedures, and important corporate policies, before finalizing any final plans and employment
contracts. Such an overview created by a free consultant can prevent disaster.

In general, companies do not deposit the source code from software they use internally. But you can store the source code if
you want to train management in different versions and release stages.
Or if customers or business partners use this software, either as licensee of the software or to support other business
activities, You can sign an Escrow Agreement to provide greater protection for yourself and the other users. Details on this
problem can be found in the chapter "What is the significance of the Escrow Process for the software house"?
If, on the other hand, you plan to engage a consulting company or a system integrator to develop and implement the
software, you must take into account the specific agreements and associated documentation for this product, as well as, the
reputation and experience of the software company.
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As long as you have not yet signed up for a software house and have not signed the order, you have the advantage and can
negotiate terms and conditions of the contract including price, deadlines, conditions, warranty, maintenance, upgrades,
improvements and Escrow Process.

In this phase you have control. You can protect your interests if, as described above, you have a neutral rating before you
sign the contract and maintenance agreement, as well as other agreements with the software company.
As a far-sighted customer, you will rather prefer software houses, especially smaller companies, which offer an Escrow
Process in their offer, rather than companies that do not present the Escrow Process.
Experts who are skilled in the field of copyright and who help you with the contract and who work out strategies for you can
be of great advantage.
You can also use these professionals to find the right software houses for you, to qualify them, to negotiate agreements and
to accompany and manage the development process.
The Escrow Process is only one aspect of the implementation - but a very critical one.

The risk of being dependent on a single software supplier
If you pay for a programmer, consultant, system integrator, or independent consultant to develop a computer program for
you, the negotiation benefits are on your side.
You have the money and he or she has the time. In this situation, you can opt for a secrecy clause or other restrictions on the
source code topic.
The programmer retains the legal right to the software and simply sells a user license. Programmers are doing this to market
their software, leaving them so or altering them to distribute them on a larger market to other customers.
There are managers who leave the source code and the detailed documentation completely to the programmer and are
completely dependent on it and its maintenance. This method involves serious disadvantages, including:
The developer is no longer interested in the product and does not call you back when you need his service.
If you need his service. If you do not have the source code then - bad luck for you!
 The developer gives up his work at the manufacrurer or at least his work on this software. Also then you are unlucky if
you do not have the source code.
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 The developer dramatically increases the prices of maintenance and other services, because he knows that you have no
alternative. When you were the client, you had the upper hand in the negotiations. Now that the developer has the source
code, knowledge and your money, you are at a disadvantage. You can: agree to the price increase;
 If you sue the developer for damages then you are even worse off, because you are disadvantaged by the fact that the
developer has the exclusive right to sell and take damage through the problems, which a process inevitably entails. The same
applies to the threat of a legal dispute;
 Replace the software with a new one or live with a software that is not being maintained and will soon be obsolete Or no
longer works or even both.
If you have access to the source code, the accompanying documentation and utilities, your biggest asset is that you, as a
customer, have control over the support, maintenance, and development of the software you paid for.

You also have an influence on the negotiations for the new maintenance contract. You have the choice to hire another
company for maintenance and support.
This would not be possible if the software house were the only one to have the source code, other critical information, and
tools needed to support and further develop the software.
A warning is appropriate here: If you decide to take the source code into custody, rather than using the Escrow Process,
maintenance becomes a difficult problem.
If you change and improve the software program, your maintenance and support agreements may become invalid.
For system stability you need a decent configuration management system (control of the version and the release stages).
You must ensure that the software house is responsible for maintenance and support, supports all changes, and that it is in
any case informed of changes and participating in tests of the release stages.
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COPYRIGHT

Make sure that you have the right to possible changes without relieving the software house from its responsibility for the
system.
You can negotiate contracts in such a way that you and the software house are protected in the above-mentioned cases. If
you do so at the beginning of the contract negotiations, when you have the say.
This is a complicated balance between your right to control the system you bought and the right of the software company to
properly perform the maintenance to the best of their knowledge.
Let us return to the subject of the ownership and ownership of the source code, as well, as additional information.
This booklet covers source code, not software licensing.
Please keep in mind that the following information indicate perspectives, however, does not constitute a right:
You own the software (encryption, deposit of the source code). This may cost you much more than as if you simply licensed
the application. Sometimes up to ten times more. You take full responsibility as you take over maintenance, support, and
changes.
This means you are doing this in your own company (or assigning a company to it). However,it is unlikely for certain
utilities, operating systems and other sophisticated software.
You own the source code. The Software house is responsible for maintenance and support, as well as improvements. You
have rights to make changes to the source code.
Perhaps the software company reserves the right to review any upcoming changes and agree to them before
the system is installed.
Perhaps you are developing an automatic test suite with the software company before it is installed.
If one of these two options applies to you, you obviously have little need for the Escrow Process.
However, you need a lot of discipline if you want to access the source code and its related documentation, and may be
required to protect the product as a trade secret and have a confidentiality clause in your contract with the software company.
The fact that your installed software can run at any time is a major concern for your internal organization in information
technology. Moreover, a lack of confidentiality can lead to a legal dispute. You are obliged to treat the information on the
proprietary rights of the software house confidentially. If, however, you have a normal software license with the software
company, which has its own source code and licenses the software to other customers, the software company also has full
responsibility for maintenance and support. In this case, you should use the Escrow Process.
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The Escrow Process can protect you from high costs and ensure the survival of your business - especially when several
software houses and their partners develop, install, and support the software.

All beginnings are difficult!
This also applied to the introduction of the software escrow method as risk management for large IT users and software
manufacturers for more than 20 years in several countries of continental Europe.
Despite the fact that the credit insurer Euler Hermes and the responsible Federal Office have been filing for 20 to 40,000
German companies every year for more than 20 years, including a large number of software producers, Germany and Europe
were able to protect themselves against the consequences of insolvency by the Software Escrow Process A widely unknown
service.

At the most, if reports were made by the press, such as the manufacturer of the «Hartz IV software» was about to go into
bankruptcy or «Toll Collect» (the system for charging the truck toll on German motorways to settle the due fees) The
question may arise in the case of manufacturers and IT users in large companies, whether the considerable investments made
in high-quality software that have been made up to this point have actually been secured or even lost.

Founding of O.S.E.
In 2005, the association "Organization Pro Software Escrow e.V. (ose-international.org) was founded in Munich with the
aim of providing a better perception of this problem in the professional public of software producers, software users and
lawyers.
Founding members are small and medium-sized companies from the software escrow sector as well as law firms dealing
with IT law.
The declared goal, in addition to strengthening the membership base by new members from the escrow trustee, is in
specialized law firms, and the development of standards for the «Escrow» service.
So should uniform quality characteristics and processes be described for the customers, who use Escrow software. To which
the members of the association commit themselves. In the US and the UK, users have been protecting the source code of a
trustee (software escrow trustee) for more than 30 years. In Europe, "source code deposits" are increasingly beginning to be
established with the numerous insolvencies of IT manufacturers and service providers and the strong consolidation .
The SOFTWARE ESCROW STORY on the European continent
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In the beginnings about 25 years ago there was only one professional escrow company on the European continent: ESCROW
EUROPE, headquartered in Amsterdam, for which today's S.E.I. Management has built up the ESCROW market in
Germany, Austria, Switzerland and Luxembourg from 1993 to 2003.

When ESCROW EUROPE was sold to the British supplier NCC the S.E.I. management decided in 2003 to establish an own
ESCROW company. Software ESCROW International GmbH - S.E.I. (headquartered in Bonn - Germany) celebrated its
10th anniversary in 2013, and now operates with professional national and international cooperation partners in more than 30
countries worldwide.
In the beginning, many software producers expressed the opinion: "With our source code, no one can start anything except
ourselves." Source code deposits were sporadically realized with notaries and lawyers, who had only legal knowledge and no
software development know-how.
It took more than a decade to solve the necessary meticulous investigation by software ESCROW.
Since then it has changed awareness in the minds of software producers, that is, for the security of the user, and to take
responsibility for thatIT users can continue their software-driven business processes at any time, no matter how the business
development of a software company would run.
There are still a few serious ESCROW providers on the European continent who are advising on this huge growth market as
measured by the overall market size.
This consists of the IT large-scale enterprises, which are medium-sized enterprises of approx. 300-500 employees and
higher, as well as national and multinational large enterprises and groups from business and industry, as well as federal and
provincial authorities and their software suppliers, software manufacturers of different sizes.
The addition "Software" to the main term ESCROW has been used by the S.E.I. Management for the first time more than 10
years ago to add precision. It soon became the standard term for the professional source code deposit with all related
documentation.
S.E.I. is still the only ESCROW company in the world market to offer consulting, testing and implementation for all Escrow
Processes: Software ESCROW, Database ESCROW, Key ESCROW, SAAS ESCROW, Cloud ESCROW, ESCROW
Account, Document ESCROW with the ESCROW Copyright registration..
In the following you find the sequences of a software source code deposit (Short and Detailed description).

Source code deposit and certification Flow chart (short form)
Further reasons concerning licensor
 Finalization of the contract concerning the violation of contractual obligations
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 Taking over the business activities of the licensors

Release of source Code
You can freely negotiate concerning the licensor about


Insolvency proceedings



Termiination of business activities

Market common source code deposit process
The depot contains the source code and all necessary documentation including installation instructions.

Contents of a software ESCROW source code deposit

Following is the example of a list of content for a source code deposit, derived from current commercial
ESCROW agreements:
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 Source code for all applications
 The source code is delivered on CD, DVD, USB stick, USB disk or via FTP transmission
 Number of data carriers
 Amount of data in: Megabyte (MB) Gigabyte (GB) or Terabyte (TB)
 Operating system
 Source Code, Makefiles
 Name and version of developer tools (compilers, editors, etc.)
 Communications software
 Documented installation instructions and the use of each Tool
 Complete explanation of all procedures for the creation of the production system. Creation
 Technical documentation
 User documentation
 Installation guides
 Printout (dump) of the directories of all data carriers (medi)
 Value of the license program for insurance purposes

alternatively sent by USB
device or SFTP transfer
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All parties to an ESCROW contract, at the time of the deposit of the source code program and its documentation, and - at a
later date - its updates.
Release levels of an audit report that documents the exact date of the deposit and the exact description of all release levels
together with version specifications.
This information is given to the ESCROW trustee by the licensor. The trustee and the licensee are obliged to examine this
information.

Recommendations for different source code examination depths for high quality and company critical
Software programs
In the course of the last 20 years, source code tests have shown that even simple source code tests show significant error
rates, often due to missing or incomplete documents, which, however, must be part of a high-quality source code depot. This
error rate continues to increase when higher test stages are performed.

Therefore, one must assume that an optimal technical test must be the core of a high-quality Escrow agreement. The
reliability and sense of a software ESCROW agreement is seriously challenged if the depot is either incomplete or the source
code is not readable.
For this reason, software ESCROW trustee offers different source code depths to assist the software vendors in their efforts
to create a high-quality software ESCROW depot for the beneficiary user. This minimizes the risk to the user, namely, to
have access to a depot which is either not complete or, in the worst case, can not be read in part by its source code.

Available test methods
According to source code examination level :
 STANDARD (Plausibility test- obligatory)
 EXTENSION (Advanced verfication)
 OPTIMUM (Restore and Run production, compilation of source code)
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Recommendations
To ensure that a source code depot is complete, recoverable and reusable, ESCROW trustee recommends the accessauthorized companies to have the checking levels STANDARD and EXTENSION, which provide a very good basis for a
recovery run or the highest level of security.
The OPTIMAL verification (restore and runtime creation + test runtime against the installed software for identity
peruposes).

1. Source Code Exam STANDARD
The STANDARD source code verification is mandatory and is performed by a professional software ESCROW trustee for
each source code depot deposited.
The examination is carried out in the premises of the trustee by own system technicians. The cost of this examination are
charged according to effort.
Objective
This check ensures that the stored storage media is readable and contains all the program components agreed in the contract.

Features
 Checking the storage media for readability (media read check, virus check, decompression, decryption)
 Check the media for completeness of the source code
 Check the presence of the technical documentation
 Verification of the presence of the user documentation
 Description of the development environment and 3rd party software
 Verification of additional documents, if this has been agreed in the contract
 Coordination and clarification in case of problems during the test
 Creation and delivery of a report to the contract parties

Duration of the Check
Generally, this test requires an average of 2 hours per CD or 2.5 hours for DVD's, USB sticks, USB disks, or FTP transfers
per 1 gigabyte. This depends on the data volume and the number of files on the data media to be checked.
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Summary
The STANDARD check is a cost-effective solution to ensure that the source code is legible and complete, as agreed in the
contract. This test, however, can not be an accurate illustration of the software currently used by the customer, but only
creates prerequisites for restoring and running the source code.
Software ESCROW trustees recommend the following tests: EXTENSION or OPTIMUM.

2. Source Code check EXTENSION ( extended test)
The EXTENSION examination level is offered as the basis for a recovery run (runtime creation) by the software ESCROW
trustee. The test is carried out as in the test stage STANDARD, on the premises of Software ESCROW trustees by their own
systems engineers.
The costs for this test are billed on the basis of time and material expenses and are to be added to the annual deposit costs.
Objective
Significant increase in deposit quality compared to the STANDARD test as concerns the completeness and quality of the
material to be deposited.
Features
 all services of the STANDARD examination level
 A detailed list of the software is installed, which is currently installed by the customer. It also ensures that the source
code is either present or verifiable for any software component mentioned in the list.
 Establish a complete list of the minimum technical requirements for the hardware and software environment,
including third-party software
 More extensive reporting to the contract parties than at the STANDARD examination stage
 Follow up of the recommendations in the review report
 Creation of installation instructions for the deposited source code. This means that the EXTENSION examination
level provides the prerequisite for the execution of an OPTIMUM examination level (restore and runtime creation)
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Duration of the Check
Generally, the EXTENSION test requires on average an extra time of 2 hours per CD or for DVD's, USB sticks, USB disks,
or FTP transfers per 1 gigabyte. The time required for the individual test steps (including the STANDARD test) is as
follows, depending on the volume:
Administration
Detailed listing of the software development environment, verification that the sources are available for each component,
comprehensive list of the hardware system environment with all technical specifications, preparation of an audit report
postprocessing the customer recommendations in the audit report.
It will not always be possible to realize the objectives of EXTENSION at the appointed time as this depends on the amount
of data and the time required for this. The contracting parties will be informed about the status of this stage of the
examination and will be advised whether additional reviews should be carried out if necessary.

ProcessorTechnologies

Summary
The performance of the EXTENSION examination level significantly increases the quality of the Escrow Depot as far as the
consistency of the material deposited with the software and hardware components installed at the customer is concerned, and
this results in moderate costs for the parties concerned.
Neither is this test a 100% guarantee for the completeness of the material. However, it provides a profound basis for carrying
out a restoration run.
The EXTENSION examination level contains all necessary descriptions of the required software and hardware components
and the related technical and user documentation as well as all installation instructions for a restoration run.
In order to achieve full security, the OPTIMUM level software ESCROW check is recommended; namely the restoration
and runtime creation of the software source code, followed by testing the runtime against the already installed and operating
software.
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3 . Source Code verification OPTIMUM ( recovery run / compilation of deposited source code)
This form of testing provides the user with the highest safety level. It is usually performed by the manufacturer
in the presence of the user and a technical consultant of the software ESCROW trustees, which leads through this software
check protocol. It can also be carried out by the user on request. The costs for this test are billed on the basis of time and
material expenses and are to be added to the annual deposit costs.

Objective
Ensure that the deposited software, which will be used by the customer, can be turned again into executable.

Performance features
 all features of the verification level STANDARD
 agreed action plan for the implementation of this examination stage
 compilation of the deposited materials
 create a runtime version, which can be tested by the user against the running program
 dialogue between the supplier and the software ESCROW trustee to obtain or confirm further important details about
the depot
 more comprehensive reporting to the contract parties than in the previous reviews
 follow up of the recommendations in the review report

Duration of the Check
The time required for the OPTIMUM check depends on the amount of data and the entire scope of the source code package.
The individual audit steps are as follows:
Administration (voting on a common action plan), preparation for compilation and runtime creation, compilation and
creation of a runtimeVersion, preparation of an extended audit report, post-processing of the recommendations in the audit
report, coordination and clarification of problems.

Summary
The OPTIMUM examination offers the highest security for the software that is deposited and can be immediately executed
and corresponds to the current software installed at the customer's premises.
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The user is convinced by his presence that the restoration of the stored source code was realized correctly. The software
ESCROW Trustee will keep this record. The runtime is then tested against the software installed by the customer.
It is the explicit goal of this form of inspection to obtain as much detail as possible about the hardware and software
environment in order to restore the of the deposited code as soon as possible.Obligations of licensors
The licensor commits itself to make a backup of the complete product package.
The licensor is obliged to provide and transfer to S.E.I. the complete product package of the user within one month after
signing of this agreement (security transfer according to the lien).

The licensor assures the user that the product packet at S.E.I. is the latest version, which the licensor delivered to the user.
The licensor warrants to the user that the maintenance and further development of the software is permissible in the case of
publication to third parties for continuity purposes.
The licensor has further copies of the product package to deliver to S.E.I. whenever that this is necessary under this
Agreement.
The licensor grants the user the non-exclusive right to edit the source code in the case of the publication of the product
package insofar as this is necessary for continuity purposes.

The licensor indemnifies S.E.I from all claims of third parties resulting from the execution of this contract and the delivery
of the product package to the user.

Obligations of the user
The user guarantees that he will use the product package solely for continuity purposes if he has been provided by S.E.I
under the terms of the license agreement and under the terms of § 6 of this agreement.
Use for other purposes is expressly prohibited. The user must comply with the confidentiality requirements and limitations
resulting from the license agreement and the present agreement.
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If the user, after delivery of the product package for the purpose of maintenance or continuity purposes, makes changes,
additions or extensions to the stored software, he is obliged to provide the respectively amended version of the product with
a written explanation of which changes have been made, sharing it to S.E.I.
S.E.I. gives the licensor access to the modified software program upon request.
The user is obliged to use the support of a third party only if he meets the necessary secrecy requirements and ensures that
unauthorized use by other persons or bodies is excluded.
The transfer of the product package or parts thereof to third parties - for whatever reason - is only permitted within the limits
of this contract and the license agreement.
In case of doubt, the written consent of the licensor or the S.E.I. must be obtained prior to the transfer.

Obligations of the Software ESCROW trustees

The central duty of S.E.I. is to trustee the interests of the licensor and the interests of the user as a neutral.
S.E.I. confirms to the user the transfer of the product package S.E.I. stores for the duration of the contract in the safes of a
large bank.
S.E.I. has no other rights associated with the transfer of the product package. In particular, S.E.I. does not acquire any
proprietary rights, exploitation or exploitation rights or other industrial property rights to the software program or technical
documentation; These rights remain with the licensor.
S.E.I. makes the product package inaccessible to third parties, unless there is a reason for delivery and it is an authorized
representative of the user who needs the product package for testing. S.E.I. undertakes that immediately after the
examination procedure and upon termination of this contract, the product package and any copy created therefrom shall be
deleted.
If the product package is damaged or lost despite the safety and precautions taken by S.E.I., S.E.I. immediately informs the
licensor of this.
The licensor undertakes with this agreement to replace the damaged or lost product package in such a case and to pass it on
to S.E.I. as long as the licensor has proven the loss or the loss of S.E.I..
S.E.I. shall assume the costs incurred, unless licensor has not fulfilled its obligation to produce a backup copy in accordance
with § 2.1 of this contract.
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Process of a source code deposit
After signing the contract, the licensor will receive a separate request from S.E.I. for the deposit of the product package with
the delivery of the contract certificate.
The licensor prepares a backup copy according to § 2.1 of the product package for delivery to S.E.I. and makes this available
to S.E.I. upon request in order to check the type and scope, as well as the identification of the product package at S.E.I..
The licensor uses third parties when sending the product package to S.E.I. for transportation, e.g. Mail or courier services
such as DHL, etc. If the licensor wishes special safety precautions for transportation, these may be agreed upon separately.

The licensor will transfer the product package to the ESCROW trustee within one month after signature of the deposit
agreement, the copyright remains with the software manufacturer.
The licensor and the users are notified by S.E.I. of receipt of the copy of the product package.
If the copy replaces existing material, S.E.I. will return the replaced material to the licensor or destroy it after prior
notification to the licensor.
S.E.I. shall carry out the software checks pursuant to § 1.5 after an additional written agreement with the user.
S.E.I. creates a report for the contract parties about the results of the software check.
S.E.I. will keep the material in a safe depot after the test.
S.E.I. will notify licensor and user if S.E.I. is aware that the product package has been lost, damaged or destroyed.

Reasons for source code release:
The software ESCROW trustee is obliged to hand over the product package deposited to the user if one of the following
events occurs:
 Insolvency proceeding has been opened about the assets or part of the assets of the licensors, or
 An application for opening insolvency proceedings was rejected for lack of funds
 The licensor has discontinued its business, or
 The company of the licensor is registered in the commercial register for lack of assets, or
 A liquidation decision has been entered in the commercial register
 The licensor has not remedied a fatal error within a reasonable grace period
 Liability of the licensee by a third party which does not provide the services agreed in the maintenance contract or to
excessive unacceptable prices
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Process of a source code handover
If the user is of the opinion that an event described under the terms of handover has happened; he must, by means of a
registered letter with reply, to both the licensor and the software ESCROW trustee claim the handover of the deposited
product package.
The user must also provide sufficient proof to the ESCROW trustee that he has already unsuccessfully requested the licensor
to fulfill his obligations under this contract.

If the prerequisites are met, the ESCROW trustee must immediately hand over the software package to the user. The licensor
is informed accordingly by trustee .
If the licensor or its legal successor is again deemed to be able to meet the obligations arising from the implementation
contract and/or the maintenance obligations within three months after delivery of the product package to the user on the basis
of objective criteria, the product package will be returned to ESCROW trustee within 30 days after a written request from the
trustee .
In this case, the user is obligated to delete copies made.
Confidentiality
The contracting parties acknowledge that the source code of the software program and any technical documentation should
be handled as copyright protected, secret technical knowledge of the software licensor .
The parties undertake to ensure that the product package and the knowledge embodied in it are protected against access by
unauthorized third parties.
Secrets disclosed to a Contracting Party within the framework of the execution of this Agreement shall be kept secret.
This obligation shall continue to apply after termination of this deposit agreement.
If the user activates his own personnel or third parties for the maintenance, modification or supplementation of the program
package, he will impose the same obligation of secrecy on these persons and prove this at the request of the licensor s.
This obligation of the user applies beyond the termination of this contract, for whatever reason the termination takes place.
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Liability of ESCROW trustees
The ESCROW trustee is liable as a general rule for damages in connection with this contract and its fulfillment only in cases
of intentional or grossly negligent behavior.
This form of liability also applies to damage to the product package as well as to cases of loss and destruction. S.E.I. is not
liable for any further liability.
The ESCROW trustee is not liable for
the correctness, completeness, accuracy or other material usefulness of the deposited product package.
S.E.I. is not legally liable for any deficiencies of the product package, which is transferred by the licensor .
Users and licensor shall be liable to S.E.I. for all third party claims against the user and / or the licensor resulting
from this contract and its fulfillment , in the event of delivery of the product package.

Contract duration
Consequences of contract termination Contract no .: XXXX) for a limited period. This agreement has a
minimum term until dd.mm.yyyy.
The user has the right to terminate this agreement by giving three months' notice to the end of the month.
A proper termination of this contract by the licensor is only possible with the express and written consent of
the user. Refer to 10.1.
The termination shall be in writing. The S.E.I. is entitled to terminate this agreement without notice for an
important reason, if the insolvency proceedings are opened against S.E.I..
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In case of opening insolvency proceedings against S.E.I., the licensor is obliged to surrender the product
package to a third party, which, according to the terms of this contract, takes over the task of S.E.I..
S.E.I. is obligated to transfer the program package and the associated property to the third party designated by
the user or, in the event that the user decides not to continue the contract, to destroy the program package.
The confidentiality obligation of the parties and the granting of rights in favor of the user shall remain
unaffected by a contract termination. S.E.I. is obligated to destroy the product package and all copies upon
termination of this agreement.
Annual update / release service (depot update)
The software ESCROW trustee carries out an annual updating service for the licensor and the user, and asks for licensor's
latest updates or development stages (licensor) at least once a year if this is due to licensor under the license agreement.
These are checked by default or at the request of the user with a higher level and added to the deposit depot. The licensor and
the user will receive a report from ESCROW trustee. Unless otherwise agreed, the update service is liable to the licensor and
terminates with the contracting party. Old releases must also be kept in the case of the delivery of updates or new releases of
the product.

If after the completion of a project and production, support is still desired, it is recommended to conclude a support contract
or software maintenance contract. The software maintenance includes the service for updates as well as upgrades.
An update improves the installed software and is delivered as a patch to the customer. Updates also include gradual new
features. An upgrade must be installed for important central functions. New releases are available after release and can be
requested.
The fee for a software maintenance contract is levied once a year. Calculation basis are the currently available licenses. A
software maintenance contract is automatically extended by one year if it is not terminated in writing 3 months before
expiration.
Optionally, the software maintenance contract can be extended by a defined quota of service days. These service days can be
called up as required during one year. They can, for example, be used for minor extensions, adjustments to reports, etc.
Unused service days will be renewed upon renewal of the software maintenance agreement i.d. As a credit balance in the
following year.
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Charges
The user is obliged to pay the ESCROW trustee the fees set in the software ESCROW contract.
The resulting one-time fee for consulting, drafting and concluding the contract, as well as the creation of a first depot, is due
by signing the software ESCROW contract, as well as an annual deposit fee and the fee for the update service, which is
usually payable for one year in advance.

Software ESCROW Fees
All prices quoted are exclusive of VAT.
The ESCROW trustee will provide the user with all the other services agreed separately. If the licensor in arrears, is S.E.I.
entitled to charge interest, for every month of delay. The assertion of further damage caused by delay remains unaffected.
In the event that the benefits payable under this agreement shall not be made from End User within the agreed due dates,
sends him S.E.I. a written warning, which provides the user with the opportunity to pay within the payable within 10 days
after receipt of this reminder. Should the End User no payment, so shares S.E.I. the non-payment to the licensor with and
encourages it to open outstanding invoices to be paid within 10 days of receipt of the reminder. Pays either the licensor or
the user to open accounts within the aforementioned period, the contract remains with all its provisions in force.
In case of failure to pay S.E.I. will take legal action.
Upon termination of the contract is S.E.I. not required to repay the compensation paid up to that point.
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